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Introduction
by Alco Blom 

If you are anything like me, you've probably got a growing number user IDs, passwords, 
registration keys, PINs, serial numbers, and the like, stored in various places on your Mac or 
scribbled on miscellaneous pieces of paper around your home or office. When you stop and 
think about it, you probably have more of these pesky bits of information scattered about than 
you realize. 

The proliferation of the Internet is exacerbating this situation. Increasing numbers of 
commercially-oriented sites, such as the NY Times, require some form of registration even 
simply to view content. Other transaction-oriented sites, such as Amazon.com, or personalized 
sites, such as My Yahoo, require passwords for personal services. Many sites now use cookies 
to track users, but if your cookies files get deleted or corrupted, you'll have to re-enter your 
usernames and passwords. 

I decided to write a software program to manage passwords and the like; it is called Web 
Confidential. It uses an intuitive, easy-to-use cardfile metaphor which will enable even novice 
users to get up to speed in no time. Power users will find a large number of options to enable 
them to configure Web Confidential to meet their specific needs. I think you will be especially 
impressed by the tight integration Web Confidential offers with your favorite Internet 
applications, such as Netscape Navigator, Microsoft Internet Explorer, Fetch and Interarchy. 
I've taken full advantage of the Mac OS's outstanding facilities, such as Interapplication 
Communication and Shared Menus, to make Web Confidential work seamlessly with these 
programs. 

Last but not least, Web Confidential permits you to encrypt your password files, protecting this 
sensitive information from prying eyes, using the state-of-the-art "Blowfish" algorithm [1]. The 
Blowfish algorithm was published four years ago, and has been proven extremely resilient to 
cracking. No known successful cryptanalysis against Blowfish exists. 

Web Confidential supports keys of up to 448 bits in length. 

Note: Palm and Windows versions of Web Confidential are also available. Please check the 
Home Page for details. 

[1] - Applied Cryptography, Bruce Schneier, 1996. John Wiley & Sons, Inc.
(see also http://www.counterpane.com/blowfish.html) 

http://www.web-confidential.com/
http://www.counterpane.com/blowfish.html


Installation

Web Confidential for Mac is a Macintosh program. (Web Confidential is also available for 
Palm and Windows). It runs on both Mac OS X and Mac OS 9. A Conduit for the Macintosh is 
supplied with the Palm version to synchronize data between your Macintosh and Palm. The 
files of Web Confidential are binary compatible on Mac and Windows and are truely cross-
platform. 

Web Confidential runs in 2 Mb of RAM. Including this help documentation, it requires around 
4 Mb of hard disk space. 

Web Confidential 3.7 requires Mac OS X 10.2 or higher. 

Web Confidential 3.7 is localized in English, Japanese, German, French, Spanish, Italian and 
Dutch. 

Web Confidential 3.6 is still available and runs on Mac OS 9 and Mac OS X. 

Web Confidential 2.2 is still available for Mac OS 7 and Mac OS 8. 

When Web Confidential is first run, it installs the Shared Menus Component. 

More information about Shared Menus is described in the Shared Menus Help. 

The Startup Items and Cabinet folders are special folders to store your password files in. 
Please read about them in the Reference section. 

help:openbook=Shared%20Menus%20Help
file:///Users/alco/Documents/HelpBooks/Web%20Confidential%20Help/reference.html#startupitems


Support
Web-Confidential-Talk is a mailing list dedicated to the discussion of Web Confidential. The 
author of Web Confidential participates on the list and provides support. 

To subscribe to Web-Confidential-Talk, go to this Web Page:

    http://www.web-confidential.com/talk.html 

To make changes in your subscription, go here:

     http://www.web-confidential.com/change.html 

Before emailing support, please read the FAQ first. 

You can contact technical support at:

     support@web-confidential.com

Limitation of Liability

Under no circumstances including negligence, shall Alco Blom be liable for any incidental, special 
or consequential damages that result from the use or inability to use Web Confidential, even if Alco 
Blom has been advised of the possibility of such damages. 

http://www.web-confidential.com/talk.html
http://www.web-confidential.com/change.html
http://www.web-confidential.com/faq.html
mailto:support@web-confidential.com


The Concept Of Shareware
Web Confidential is distributed under the so-called "shareware" principle. This means that you 
are expected to pay a modest registration fee of $20 (or €20) if you continue to use the program 
beyond a trial period of 30 days. Within this trial period, you have full access to all of Web 
Confidential's features. After thirty days of use, you cannot add new cards but you can continue 
to view and edit existing cards. Upon payment of the registration fee, you will be issued a 
registration key which removes these restrictions. Payment of the registration fee entitles you to 
all subsequent incremental upgrades. In addition, the wishes of registered users will be taken 
into account in future enhancements of the program. 

Although freely distributed via the Internet and on CD-ROM collections, Web Confidential is 
not public domain software; it is commercial software which is professionally developed and 
supported. It represents many hours of work by its developer, whose primary source of income 
is derived from the development of shareware software for the Mac. Your registration payment 
ensures the continued viability of high-quality software developed by independent developers 
committed to the Mac. 

We trust that you will honor the shareware concept and register Web Confidential if you 
continue to use it. To encourage you to pay the shareware fee, the unregistered version of Web 
Confidential has the following restriction: 

After 30 days of use, you cannot add any new records to your files. However, you can still view 
and edit your existing data. After you register the program, this restriction is removed. 

Ordering Web Confidential

Web Confidential for Macintosh costs $20 or €20. You can register here: 

    Kagi Online Order Page    or   PayPal 

To order upgrades, go here: 

    eSellerate Web Store 

Web Confidential for Palm is a separate product and costs $15. If you want both programs, the 
price for the bundle is $30. 

There is a special bundle price if you also purchase URL Manager Pro. The bundle price is US 
$50, including three programs. URL Manager Pro is the professional bookmark manager for 
the Mac. 

http://order.kagi.com/?AB
http://www.web-confidential.com/paypal.html
http://store.esellerate.net/s.asp?s=STR676348566




of the four fields is labeled appropriately for a Web page. 

To select a different category, click the card category popup menu - it currently displays 
"WWW Forms". 

Select "Email Accounts". An Email Account card is the appropriate card type for storing the 
details of your POP or IMAP email account. 

Use the Add Card command from the Card menu to create a card. You will be presented 
with an empty card. 

 

- The Add Card sheet Web Confidential - 

In the field Name, enter your name. 

In the field Server, enter the name of POP or IMAP server, for example: mail.mac.com. 

In the field User ID, enter your user ID. Do not confuse this with your real name; you user 
name will be one word with no spaces. It is usually a combination of letters from your first 
and last name. For example, it could be: gregb. 

In the field Password, enter your password. Please enter exactly as it was issued. 

Notice that your password is not displayed as you type, but rather bullets are substituted for 
each letter. This is for reasons of confidentiality, namely to prevent an onlooker from being 
able to see your password. 

To ensure, however, that you have indeed entered your password correctly, you can view it 
by moving your mouse pointer over the Eyeglasses icon next to the password field. This will 
display your password in a Help Balloon or Help Tag. 



Click the disclosure triangle to add a note. Add here the email address which is associated 
with this account, for example: gregb@mac.com. 

Use the OK button to add the card to your password file. 

You have now created your first Web Confidential card. Before you go any further, take a 
moment to save this password file to disk. However, we still need to specify the passphrase 
we are going to use to encrypt this file. Choose the command Enter Passphrase from the File 
menu. In the resulting sheet, also click the Help button to get some more info about how to 
optimally choose your passphrase. Enter you passphrase and repeat it in the Verify field of 
the passphrase sheet. Click OK to dismiss the sheet. Your passphrase for this password file is 
now set. 

Choose the Save command from the File menu. The Save File dialog will prompt you for a 
file name for your password file. The Web Confidential default is "Untitled1"; presumably 
you will want to change this to something more meaningful to you, for example: 'My 
Passwords'. Once you have given your Web Confidential password file a distinctive file 
name, simply periodically using the Save menu command of the File menu will save changes 
to your password file as you work. (A preferences to automatically save is also available.) 

Regarding the location of your password file on your hard disk: I advise you to store it in the 
Documents directory of your Home directory. More precisely, I would like that you create a 
folder named Passwords in your Documents directory and a folder named Startup Items in 
your Passwords directory. Put your password file in this Startup Items directory. 

When Web Confidential is launched the next time, it will open your password file 
automatically and ask you for your encryption passphrase. 

Using your passwords while surfing

While surfing and browsing web pages, you can have access to your passwords stored in 
Web Confidential through two different ways. One is via the menu bar of your browser. The 
other one is via the Web Confidential icon in the Mac OS X Dock. We will first look at the 
Key Lock Shared Menu. 

Key Lock Shared Menu

You will notice that Web Confidential has added two icon menus to the menu bar of your 
browser: the Web Confidential application icon menu and the Key Lock icon menu. 

(The Safari, Mozilla and FireFox browsers also show the Key Lock icon menu when you 
have installed the Shared Menus Enhancer, for more information see: http://www.web-
confidential.com/sme.html). 

(If the Diamond icon menu is showing, choose Preferences from the Diamond menu, click 
the Appearance tab, and enable the 'Go into Web Confidential mode' preference.) 

http://www.web-confidential.com/sme.html


 

- The menu bar of the Microsoft Internet Explorer and Web Confidential's icon menus - 

Using the Key Lock Shared Menu, you can access your passwords as easily as you can 
access your browser's bookmarks. The Key Lock Shared Menu shows all the password 
categories and each category shows all passwords in that category. 

 

- The Key Lock Shared Menu showing all Web Confidential's categories - 

The Dock passwords popup menu

The second way to access your passwords is via the Mac OS X Dock. 

While surfing, do a Control-Click on the Web Confidential icon in the Mac OS X Dock to 
get the Dock passwords popup menu. The Dock passwords popup menu shows all the 
password categories and each category shows all passwords in that category. It is shown 
below. 



 

- The Mac OS X Dock popup menu of Web Confidential giving access to your passwords - 

The Card Info Window

Choosing a menu item of the Key Lock Shared Menu or the Dock popup menu will show the 
Card Info Window. 

The Card Info Window, which gives you an overview of the password data that is stored in 
the card, is shown below. 
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